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Binary operations

@ Common binary operations on a set S:
v+ :8x S-S
@ For instance, addition
tn:Zn X Lo — L,

X+py=Xx+y modn

Definition
A set S is said to be closed under an operation O if, for all x,y € S, we
have xOy € S.
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Multiplication modulo n

We can also have multiplication in Z.og.

X Xo6 ¥ = Xy mod 26

@ Zsg is closed under xog
@ We can also have exponentiation

X" = X Xog X Xog ... Xog X, (ntimes)
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The Rlng Ziog

Addition +»¢ and multiplication x g in Zog Work largely as we
are used to in R.

@ Commutative X +26 ¥ = ¥ +og X @nd X Xog ¥ = ¥ Xog X
@ Associative x +og (y ) Z) = (_y ) X) +56 Z and

X X26 (¥ %26 Z) = (X X26 y) X26 Z
@ Distributive x xo6 (¥ +26 2) = (X X26 ¥) 426 (X X26 2)

Zo¢ Is an example of a ring, just like 7., R, and Q.
We will discuss the precise properties rings later.
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Affine cipher

@ We can use both addition and multiplication for the encryption
function.

o Take a key (ki, ko) € Z5¢
@ Take a letter represented as x € Zog, and encrypt

€k, k, (X) = K1 X206 X 426 ko

o Eg (k1,k2) = (3, 1)
@ Plaintext: hi
e hiwr (7,8)
@ 7+ 3 X7 +261=22
@ 83 x58+251=25
e (22,25) — wz

o Clpher’[ex’[ wWZ . HOGSKOLEN
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Exercise

Exercise

Encrypt the message new idea, using the affine cipher with each of
the following keys:

Q 3,1)
Q (9,3)
Q (5,-5)

Exercise

Encrypt the message an idea, using the encryption function

€k, .k, (X) = K1 X206 X +26 ko, Using the key (K1, k2) = (2,2). Comment on
the result.
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