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Another problem

@ Ceesar’s cipher is insecure because it has no key
@ The generalised cipher ex(x) = x + k mod 26
@ is insecure because the key space is small

@ We shall see another generalisation
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Another Monoalphabetic Cipher

Definition
A monoalphabetic cipher is a permutation g : A — A on the alphabet,
which is applied independently on every letter of the plaintext.

@ Remember the modular ring Zyg

@ We have four arithmetic operations +, -, —, /

@ Any bijection on Zyg will do as a monoalphabetic ciper.
@ Ceesar is additive x + k

@ How about multiplicative x - k?
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Some examples

ABCDEFGHIJKLMNOPQRSTUVWXYZ
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The Affine Cipher

ekhkz(x) = ki - X+ ko mod 26

@ This is an affine function (map)
@ Gives us the affine cipher
@ Combines a multiplicative and an additive key.
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The Affine Cipher

ekhkz(x) =Ky -x+ ko mod 26
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Exercises

Exercise
Encrypt the string Hello world using the affine cipher

€k ky(X) = K1 - X + ko mod 26
with key (k1,k2) = (12,3)
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