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Passwords

A password (for some computer system) is between four and
eight characters long (inclusive), and composed of lowercase
and/or uppercase letters (26-letter alphabet).
@ How many passwords are possible?
© What counting principle(s) do you use?
© What percentage of valid passwords have exactly four
letters?

paraphrased from Stein et al. Section 1.2
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Formalising notation
@ The password (x1, X2, X3, X4) is a tuple (or list) of four elements

from A
@ The set of four-letter passwords is often written

P,=AxAxAxA=A*

@ The product principle implies that

4] = 1ar
@ In general, .
PP=AxAx..xA=A
@ and _ .
Al =|Al
Definition
The notation A x B for sets A and B is known as a Cartesian product. J
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Product Principle

Version 2

If a set S of lists of length m has the properties that
@ there are j; choices for the first element in the lists, and

@ for eachj > 1, and each choice of the first j — 1 elements in the
list, there are J; choices for position j,

then
m
S| =itlp-+im =] ik-
k=1

@ The big letter N is called Product Notation
@ Analogous to the Sum Notation ¥
@ Read []}_, X« as the ‘product of x, from ato b’.
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Exercise

For security reasons, we often want to make the password
space (set of valid passwords) as large as possible.

Still considering passwords of four to eight characters,
how much larger does the password space become if we
allow digits as well as the 52 upper and lower case letters?

Give the answer as a factor. E.g. the new password space
is x times larger than the old one.
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